With the increasing demand of cloud services, it is a very difficult problem to retrieve the encrypted data and provide effective data services for users. In order to resolve these problems, we propose a new method for multiattribute fuzzy keyword based on encryption data. Experiments show that this method not only can effectively improve the accuracy of the data retrieval, but also can greatly reduce the consumption of the bandwidth of system.
Introduction
In cloud computing, the data owner's data is usually stored in the cloud server which service process faces many security problems. In order to resolve these problems, the data owner usually uses a certain encryption method to encrypt data. However, with the increasing demand of cloud services, it is a very difficult problem to retrieve the encrypted data and provide effective data services to users. The traditional methods of ciphertext have great limitations. In order to resolve these problems, we propose a new method for multi-attribute fuzzy keyword based on encryption data.
Related Works
With the growth of the scale of cloud computing and the number of users, the security of data service is becoming more and more serious. In order to resolve the problem, a series of research have been carried out and some results have been achieved. These research and these results can be described as follows, simply.
In 2000, Song et al. [1] put forward searchable symmetric encryption (SSE). The method first divides plaintext file into "word" and then encrypts respectively. Afterwards, many people proposed a traditional single keyword search scheme based on the above theory [2] .Subsequently, some improved connection search schemes are built and most of them adopt the bilinear mapping, which will leads to high computational complexity and large amount of communication consumption [3] . Moreover, these schemes only support precise query results. In view of the disadvantages of these schemes, Li et al. [4] proposed a fuzzy keyword search scheme, which defines and measures the similar degree of the keywords by editing distance.In 2011, Bosch et al. [5] also put forward a keyword retrieval method based on wildcard.
System Model
In cloud computing, data service is usually involved three factors, namely data owners, cloud server and users (the data users). And the whole service process involves that uploading data, storing data and accessing the data of cloud server. Based on the service process of data resources, we first construct a system model of keyword retrieval method for secure data service in cloud computing. In the model, we divide the system model into three main parts, namely data owner, user and cloud server. The model is shown as Step 1
Step 2
Step 3
Step 4
Step 5
Step 6 The essential attribute of the document is defined as the global attribute of the document, such as the number of quoted and downloaded, the date of publication and so on. Definition 2 (the local attribute of the keyword): The essential attribute of the keyword is defined as the local attribute of the keyword, such as the TF-IDF of keyword, word length, word frequency, location and so on.
Definition 3 (multi-attribute feature vector): The multi-attribute feature vector is made up of the local attributes of the key words, the global attributes from the document and so on.
The Construction of Keyword Fuzzy Set
In the construction method, we use wildcard to replace edit operation for the keyword string. As for the w i keyword whose distance is d, its fuzzy set is 
Therefore, if we construct the fuzzy set whose distance is d, the size of the fuzzy keyword set is only Ο(L d ) .
The Calculation of Weight and the Document Score Function
In this paper, we introduce a new method to calculate the dynamic data, which is named the TF-ICF [24] (Term Frequency-Inverse Corpus Frequency) algorithm.
Definition 4:
In the TF-ICF, the calculation method of feature weight on the keyword in the document is shown as follow:
N represents the total number of the document sets, tf represents the frequency of the w p occurring in the m document, pf represents that how many documents wp appears.
Definition 5: The multi-attributes of the w i keyword respectively is α 1 , α 2 , ⋯ , α n , the corresponding weights respectively is β 1 , β 2 , ⋯ , β n ,and ∑ β n n 1 = 1, the multiattribute score function of the document ranking algorithm is:
Experiments and the Analysis of Results

Experiments
(1) The accuracy of retrieval query
We use the attribute of the w i keyword to query the ciphertext system and choose single attribute, 2, 3 and 4 attributes to test the accuracy of retrieval query, respectively. In the choosing phase of the results of retrieval query, we use top-10, top-20, top-30, top-40, top-50, top-60 as choosing condition to choose the returning results of retrieval query, respectively. The results are shown as Fig. 2 , respectively. In order to convenience, we first selected w i whose related document is 93. Then we make a query in the single attribute ciphertext retrieval system and the multiattribute ciphertext retrieval system, respectively. At last, we select 4 properties which is the full attribute of the document to test the recall rate of retrieval. The experimental results are shown as Fig. 3 , respectively. We use the same keyword w i to query in the single attribute retrieval system and the multi-attribute retrieval system, separately. We select 4 attributes to test the retrieval time. In the choosing phase of the results of retrieval time, we use top-10, top-20, top-30, top-40, top-50, top-60 as choosing condition to choose the retrieval time, respectively. The results are shown as Fig. 4 , respectively. Fig.2 , it can be seen that the accuracy rate of single attribute and multiattribute retrieval had little difference when the retrieval results is less. But, the accuracy rate of multi-attribute retrieval was significantly higher than that of single attribute when the document retrieval results are increased. Especially, the retrieval accuracy of multi-attributes has increased about 9% in the return of top-60 according to the results. On the other hand, as for the different attribute retrieval results, the variation of the retrieval rate on the single attribute and 2 attribute is unconspicuous. But, the accuracy is obviously higher when it increased to 3 or 4 properties. On the same conditions, it indicates that the higher accurate is, the more attribute is. It can be seen that the multi-attribute ciphertext retrieval system is better than the traditional single attribute on the precision. From the Fig.3 , It can be seen that the recall rate of multi-attribute retrieval is significantly higher than the single attribute on the same conditions, it will increase quickly following the retrieval results, which indicates that it will be more suitable for the cloud environment with the higher count of the document, finally, it completed the full recall rate, that is to say, it have recalled all of the related document. From the graph of Fig.4 , it can be seen that the retrieval time of single-attribute and multi-attribute is similarly related to the number of returned documents, the retrieval time will increase according to the number of documents. But in the same condition, the time of multi-attribute is greatly shorter than the singleattribute, which shows that the multi -attribute is effective in the actual retrieval.
The Analysis of Results
From the
